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SAIS-CB 
 
 
MEMORANDUM FOR SEE DISTRIBUTION 
 
SUBJECT:  Data Spillage and Unauthorized Disclosure Policy 
 
 
1.  References:  See Enclosure 1. 
 
2.  Purpose.  This memorandum and its enclosures clarify and reinforce Army policy 
associated with suspected or confirmed cybersecurity/information assurance (CS/IA) 
incidents of data spillage, unauthorized disclosure of unclassified sensitive 
information/controlled unclassified information (CUI), unauthorized disclosure of 
classified information (UDCI), negligent discharge of classified information (NDCI) and 
classified message incidents (CMI).  These incidents are hereinafter referred to as 
CS/IA incidents.  
 
3.  Applicability.  The policy in this memorandum and its enclosures applies to the active 
Army, the Army National Guard/Army National Guard of the United States and the U.S. 
Army Reserve.  Personnel subject to this policy include, but are not limited to: Army 
civilian employees; Army contractors; employees of Army contractors; active, Reserve, 
and National Guard military members; and, as permitted by law and higher policy, 
authorized users of Army systems, networks, information and data.  This memorandum 
does not assign or change responsibilities. 
 
4.  Policy. 
 


a.  General Policy. 
 


(1)  Any personnel who willfully or negligently cause a data spill or unauthorized 
disclosure may be subject to appropriate administrative, judicial, contractual or other 
disciplinary/corrective actions; and may additionally be subject to civil and/or criminal 
penalties in accordance with applicable regulations and law. 
 


(2)  Personnel discovering potential classified or unclassified sensitive 
information/CUI that is not otherwise properly protected or safeguarded must 
immediately execute all of the following actions: take physical custody of any loose 
material; safeguard any loose material; or electronic data and begin initial notification 
per Enclosure 3 of this memorandum.  Personnel must not confirm or deny to any 
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unauthorized personnel or members of the public any knowledge or suspicion that the 
information is classified or sensitive unclassified information/CUI. 
 


(3)  All suspected or confirmed CS/IA incidents will be responded to, 
investigated, and reported in accordace with this memorandum, its enclosures and the 
latest versions of: Army Regulation (AR) 25-2; AR 380-5; other Army regulations 
relevant to the specific incident; Army Cyber Command (ARCYBER) and Second Army 
procedures; IA best business practices (e.g., references i and j); formal internal policies 
and procedures (e.g., incident response plans, continuity of operations plans); and any 
amplifying protection and handling guidance required by law or federal regulation. 


 
b.  See Enclosure 2 for terms, responsibilities and prevention. 


 
c.  See Enclosure 3 for initial notification and public disclosure. 


 
d.  See Enclosure 4 for immediate actions, reporting and record keeping. 


 
e.  See Enclosure 5 for categorization and investigations. 


 
f.  See Enclosure 6 for remediation, mitigation, cost determination and 


reimbursement. 
 
5.  This memorandum and its enclosures will be effective immediately upon signature, 
will remain in effect until rescinded and will be reviewed for update annually.  The point 
of contact for this memorandum is Ms. Melissa Hicks, CIO/G-6 Cybersecurity 
Directorate: melissa.c.hicks.civ@mail.mil or (703) 545-1604. 
 
 
 
 
Encls ROBERT S. FERRELL 
 Lieutenant General, GS 
 Chief Information Officer/G-6 
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a. Army Regulation (AR) 25-2, Information Assurance (IA), 23 March 2009.  
(http://www.apd.army.mil) 
 
b. AR 25-1, Army Information Technology (IT), 25 June 2013.  
(http://www.apd.army.mil) 
 
c. AR 380-5, Department of the Army Information Security Program, 29 September 
2000.  (http://www.apd.army.mil) 
 
d. AR 380-67, Personnel Security Program, 24 January 2014.  
(http://www.apd.army.mil) 
 
e. AR 15-6, Procedures for Investigating Officers and Boards of Officers, 2 October 
2006.  (http://www.apd.army.mil) 
 
f. AR 380-381, Special Access Programs (SAPs) and Sensitive Activities, 21 April 
2004.  (http://www.apd.army.mil) 
 
g. AR 380-40, Safeguarding and Controlling Communications Security Material, 9 July 
2012.  (U//FOUO)  (http://www.apd.army.mil) 
 
h. Memorandum, Under Secretary of the Army, 10 May 2013, subject: Commander and 
Leader Responsibilities for Cybersecurity/Information Assurance (CS/IA) Incidents.  
(https://informationassurance.us.army.mil) 
 
i. Army Information Assurance Best Business Practices (IA BBP) 03-PE-O-0003, 
Sanitization of Media, 22 August 2012, as amended.  
(https://informationassurance.us.army.mil) 
 
j. Army IA BBP 03-EC-T-0002, Data Transfer Across Security Domains, 23 May 2006, 
as amended.  (https://informationassurance.us.army.mil) 
 
k. ALARACT 224/2013, 11 September 2013, subject: Emphasizing the Protection of 
Classified Information and the Integrity of Unclassified Government Information 
Technology (IT) Systems.  (http://www.apd.army.mil) 
 
l. Army Cyber Command Execute Order (EXORD) 2012-276, 7 June 2012, subject: 
Unauthorized Disclosure of Classified Information via Electronic Communication 
Reporting Procedures; and associated Fragmentary Orders (FRAGO).  (U//FOUO) 
 
m. DoD Directive (DoDD) 5210.50, Management of Serious Security Incidents Involving 
Classified Information, 27 October 2014.  (http://www.dtic.mil/whs/directives) 
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n. DoDD 5240.06, Counterintelligence Awareness and Reporting (CIAR), 30 May 2013.  
(http://www.dtic.mil/whs/directives) 
 
o. DoD Manual (DoDM) 5200.01 Volume 3, DoD Information Security Program: 
Protection of Classified Information, 19 March 2013.  (http://www.dtic.mil/whs/directives) 
 
p. DoDM 5200.01 Volume 4, DoD Information Security Program: Controlled 
Unclassified Information (CUI), 13 February 2012.  (http://www.dtic.mil/whs/directives) 
 
q. DoDM 5105.21 Volume 3, Sensitive Compartmented Information (SCI) 
Administrative Security Manual: Administration of Personnel Security, Industrial 
Security, and Special Activities, 19 October 2012.  (http://www.dtic.mil/whs/directives) 
 
r. DoDM 5205.07 Volume 1, DoD Special Access Program (SAP) Security Manual: 
General Procedures, 18 June 2015.  (http://www.dtic.mil/whs/directives) 
 
s. Memorandum, Deputy Secretary of Defense, 14 August 2014, subject: Unauthorized 
Disclosures of Classified Information or Controlled Unclassified Information on DoD 
Information Systems.  (https://informationassurance.us.army.mil) 
 
t. Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 6510.01F, Information 
Assurance (IA) and Support to Computer Network Defense (CND), 9 February 2011, as 
amended.  (http://www.dtic.mil/cjcs_directives) 
 
u. Chairman of the Joint Chiefs of Staff Manual (CJCSM) 6510.01B, Cyber Incident 
Handling Program, 10 July 2012, as amended.  (http://www.dtic.mil/cjcs_directives) 
 
v. DoD Risk Management Framework Knowledge Service (RMF KS), as amended.  
(https://rmfks.osd.mil) 
 
w. Committee on National Security Systems (CNSS) Policy No. 18, National Policy on 
Classified Information Spillage, June 2006.  (http://www.cnss.gov) 
 
x. CNSS Instruction (CNSSI) 1001, National Instruction on Classified Information 
Spillage, February 2008.  (http://www.cnss.gov) 
 
y. CNSSI 4003, Reporting and Evaluating Communications Security (COMSEC) 
Incidents, 27 May 2014, as amended.  (U//FOUO)  (http://www.cnss.gov) 
 
z. Intelligence Community Directive (ICD) 701, Security Policy Directive for 
Unauthorized Disclosures of Classified Information, 14 March 2007.  (U//FOUO) 
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aa. United States Computer Emergency Readiness Team (US-CERT) Federal Incident 
Notification Guidelines, 1 October 2014, as amended.  (https://www.us-
cert.gov/incident-notification-guidelines) 
 
bb. National Security Agency (NSA) / Central Security Service (CSS) Policy Manual  
9-12, NSA/CSS Storage Device Sanitization Manual, 15 December 2014, as amended.  
(https://www.nsa.gov/ia/mitigation_guidance/media_destruction_guidance) 
 
cc. NSA/CSS Media Destruction Guidance, as amended.  
(https://www.nsa.gov/ia/mitigation_guidance/media_destruction_guidance) 
 
dd. National Institute of Standards and Technology (NIST) Special Publication (SP) 
800-53, Security and Privacy Controls for Federal Information Systems and 
Organizations, May 2013, as amended.  (http://csrc.nist.gov/publications) 
 
ee. NIST SP 800-88 Revision 1, Guidelines for Media Sanitization, December 2014, as 
amended.  (http://csrc.nist.gov/publications) 
 
ff. U.S. Cyber Command Task Order J3-14-0035, Approved Cross-Domain 
Violation(s) (CDV) Mitigation Strategies, 11 February 2014.  (U//FOUO) 
 
gg. Headquarters, Department of the Army General Orders No. 2014-02, Affirmation of 
Secretary of the Army Commitment to Unity of Effort; Designation of U.S. Army Cyber 
Command as an Army Force Component Headquarters; Reactivation of Second Army 
and Designation as a Direct Reporting Unit; Disestablishment of the U.S. Army Network 
Enterprise Technology Command/9th Signal Command (Army) as a Direct Reporting 
Unit and Reassignment to Second Army; Designation of General Court-Martial 
Convening Authorities, 6 March 2014. 
 
hh. Army Cyber Command and Second Army, Security Classification Guide for 
Cyberspace Operations and Security, 29 May 2015, as amended.  (U//FOUO)  
(https://army.deps.mil/Army/CMDS/ARCYBER/External/G2/Security/Lists/Announceme
nts/) 
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1.  Terms.  For the purposes of this memorandum, the following terms are used. 
 


a. Cross-Domain Violation (CDV).  Physical or logical connection of a system, 
device or equipment to a network for which it is not authorized and/or accredited.  This 
is a cybersecurity/information assurance incident that must be reported, and that greatly 
increases the risk of data spillage and/or unauthorized disclosure; however, the 
presence of a CDV does not necessarily mean there has already been a data spill or 
unauthorized disclosure. 
 


b. Cybersecurity/Information Assurance (CS/IA) personnel.  Includes privileged 
users, those personnel responsible for CS/IA and those personnel appointed to CS/IA 
positions (e.g., system administrators, network administrators, database administrators, 
information system security officers, IA support officers, information system security 
managers, IA managers, IA network managers, IA program managers, designated Risk 
Management Framework authorizing officials, designated approving authorities, chief 
information officers). 
 


c. Data spillage/data spill.  Security incident that results in the transfer of classified 
information or unclassified sensitive information/controlled unclassified information to an 
information system not authorized to store or process that information. 
 


d. Inadvertent incident.  An incident is categorized as inadvertent if the person did 
not know, and had no reasonable basis to know, that the incident was occurring (e.g., 
the person reasonably relied on improper markings). 
 


e. Negligent incident.  An incident is categorized as negligent if the person acted 
unreasonably in causing the incident (e.g., a careless lack of attention to detail or 
reckless disregard for proper procedures). 
 


f. Responding personnel.  Personnel performing in an incident response and/or 
incident reporting capacity, regardless of their assigned job function. 
 


g. Sensitive information/unclassified sensitive information.  Unclassified information 
that requires safeguarding and/or dissemination controls.  Examples include, but are not 
limited to, information that contains, is labeled with, or is subject to: Controlled 
Unclassified Information (CUI); For Official Use Only (FOUO); Sensitive But 
Unclassified (SBU); Personally Identifiable Information (PII); Protected Health 
Information (PHI); Source Selection Information (SSI); Procurement Sensitive; Limited 
Distribution (LIMDIS); Law Enforcement Sensitive (LES); Privacy Act; and Export 
Control Act (ECA). 
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h. Servers.  Includes cloud servers, network server resources (e.g., network 
attached storage), virtual servers, virtualized/shared server resources, containers, and 
instances and servers used for testing, staging and/or training. 
 


i. Unauthorized disclosure.  An event involving the exposure of information to 
entities not authorized access to the information. 
 


j. Willful incident.  An incident is categorized as willful if the person purposely 
disregarded DoD security or information safeguarding policies or requirements (e.g., 
intentionally bypassing a known security control). 
 
2. Responsibilities. 
 


a. All personnel must: access and carefully review the Security Classification 
Guides (SCGs) that apply to the systems/networks and operations they support; 
safeguard and protect classified and unclassified sensitive information/CUI from data 
spillage and unauthorized disclosure; immediately provide initial notification of all 
suspected or confirmed CS/IA incidents as directed in Enclosure 3; and render full 
cooperation in any inquiry and investigation. 
 


b. Responding personnel must: ensure that actions are taken to appropriately 
isolate and contain a data spill; prevent unauthorized access to information in question 
while applying risk management principles to maintain continuity of operations, in 
accordance with AR 25-2, Army Cyber Command and Second Army procedures; 
preserve evidence; and ensure that all necessary notifications and reporting occur. 
 


c. Activity security managers/program security managers (ASMs/PSMs) are the 
overall lead for addressing classified spillage incidents and must closely coordinate with 
cybersecurity/information assurance personnel (i.e., information assurance managers 
and information system security managers (IAMs/ISSMs)) per DoD Manual 5200.01, 
Volume 3. 
 


d. IAMs/ISSMs are the overall lead for coordinating the cybersecurity/information 
assurance (CS/IA) personnel’s reporting of and response to all CS/IA incidents.  They 
must: coordinate the initiation of protective and/or corrective measures; closely 
coordinate with the activity security manager/program security manager on CS/IA 
incidents potentially involving classified systems, networks, information or data; and 
direct their CS/IA personnel in assisting with CS/IA incident response, notifications, 
reporting, inquiries, investigations, remediation and mitigation. 
 


e. Commanders and leaders will ensure that: 
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(1) All Security Classification Guides for systems/networks and operations are 
developed and maintained in accordance with AR 380-5; entries for pertinent 
unclassified sensitive information/CUI that must be protected are considered for 
inclusion within SCGs; all personnel are provided access to and are familiar with current 
SCGs that apply to the systems/networks and operations they support; SCG files are 
searchable wherever possible (i.e., not scanned); and all SCGs, with the exception of 
those for Sensitive Compartmented Information and Special Access Programs, are 
submitted to the DoD Index of Security Classification Guides hosted by the Defense 
Technical Information Center 
(https://www.dodtechipedia.mil/dodwiki/display/techipedia/Security+Classification+Guid
e+-+Formerly+Security+Classification+Guide+Index). 
 


(2) Existing Incident Response Plans (IRPs) are promptly updated to reflect this 
memorandum, its enclosures, and Army Cyber Command and Second Army 
procedures (e.g., reference l); all IRPs incorporate current policies, processes and 
procedures for data spillage and unauthorized disclosure; all IRPs include procedures 
for remediation, mitigation and sanitization, using tools approved by Army Cyber 
Command and Second Army (e.g., reference l); all IRPs list the common data owners, 
information owners, and other personnel and organizations delineated in the Initial 
Notification and Reporting sections of this memorandum (Enclosures 3 and 4); and the 
overall requirements from this memorandum and its enclosures, to specifically include 
notification and reporting to the Army, are incorporated into memoranda of agreement 
(MOAs), memoranda of understanding (MOUs) and service level agreements (SLAs), 
such as those with other programs, systems, networks, organizations, agencies, IT 
service providers and contractors. 
 


(3) In coordination with the ASM/PSM, and in accordance with AR 380-5 and 
DoDM 5200.01, Volume 3, all users receive annual training: on the proper marking, 
labeling, storage, handling, transmission, destruction, communication and data transfer 
of both classified information and unclassified sensitive information/CUI; on any Privacy 
Act information (e.g., Personally Identifiable Information, Protected Health Information) 
processed by the information system; specific to each SCG and IRP that applies to the 
systems/networks and operations the person supports; and on the policy, processes 
and procedures for the prevention, identification, notification and reporting of CS/IA 
incidents (including, but not limited to, data spillage, unauthorized disclosure and 
unauthorized disclosure in the public domain). 
 


(4) All personnel are held accountable for their actions or lack thereof, such that 
administrative, judicial, contractual or other disciplinary/corrective actions and civil 
and/or criminal penalties may be imposed when appropriate, and may be increased for 
repeat offenses. 
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(5) Plans to prevent recurrence of each CS/IA incident are formally documented, 
and address the root cause and contributing factors of each incident (e.g., after action 
report, lessons learned). 
 


(6) The additional responsibilities designated in the May 2013 Under Secretary 
of the Army memorandum regarding commander and leader responsibilities for CS/IA 
incidents (reference h) are followed. 
 


f. Theater Signal Commands (TSCs) will ensure that all actions to identify, contain, 
eradicate and report CS/IA incidents are conducted within their theater of operations.  
Each TSC information system security manager/IA program manager will ensure and 
verify that all remediation, reporting and cost determination requirements are met prior 
to the closure of each incident. 
 


g. Regional Cyber Centers (RCCs) will coordinate all CS/IA incident response 
procedures and measures for containment, eradication and verification among the 
reporting organization, TSCs, Network Enterprise Centers (NECs), Regional Network 
Enterprise Centers (RNECs), IT, cloud and enterprise service providers, Network 
Enterprise Technology Command (NETCOM), Army Cyber Command, Second Army, 
law enforcement and counterintelligence. 
 


h. Army Cyber Command and Second Army will, in accordance with General 
Orders No. 2014-02: 
 


(1) Where authorized or directed, develop and publish Army-wide orders, 
procedures, lists of approved tools/technologies and training for the full life cycle of data 
spillage and unauthorized disclosure in accordance with Army, DoD and national 
policies, to include CJCSI 6510.01 and CJCSM 6510.01; update these documents as 
needed; publish these documents on both the NIPRNet and SIPRNet, classification 
permitting; and coordinate CS/IA incident response among the Army, U.S. Cyber 
Command, the U.S. Computer Emergency Readiness Team, the Defense Information 
Systems Agency, other DoD components and federal agencies. 
 


(2) Advise, recommend and/or implement incorporation into Army-wide orders 
of, and procedures and training for: the specific requirements within this memorandum 
and its enclosures; the specific requirements within Enclosure 6 of DoDM 5200.01, 
Volume 3; and the “incident response” family of security controls in NIST SP 800-53 as 
selected, and their implementation as defined per the DoD Risk Management 
Framework (RMF) Knowledge Service and applicable RMF overlays. 
 


(3) Advise, recommend and/or implement incorporation into Army-wide orders 
of, and procedures and training for up-to-date and validated contact information for 
notification/reporting to all Army and non-Army incident response organizations (as cited 
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by this memorandum and its enclosures), in order to expedite incident response 
activities conducted by any personnel and all Army organizations.  Where available, this 
contact information must include commercial phone numbers, commercial fax numbers, 
Defense Switched Network (DSN) phone numbers, secure phone numbers, secure fax 
numbers, unclassified network email addresses, classified network email addresses, 
organizational websites and any relevant reporting pages on these websites.  
 
3. Prevention. 
 


a. All personnel must conduct any data transfer across security domains in 
accordance with IA Best Business Practices 03-EC-T-0002 (reference j); and applicable 
policies, processes and procedures from Army G-2, Army CIO/G-6, Army Cyber 
Command, Second Army and their Commands, systems and programs. 
 


(1) Prior to manual data transfer, all personnel must ensure that all classified 
and/or unclassified sensitive information/CUI has undergone a thorough, reliable human 
review, appropriate overall marking and appropriate portion marking. 
 


(2) Reliable human review of the data must be conducted by a subject matter 
expert prior to requesting or conducting a manual data transfer; where feasible, must 
include a “dirty word” search that checks for inclusion of words/phrases identified by the 
organization as potential indicators of non-releasable content; must follow applicable 
SCGs; and must use tools approved specifically for that purpose by Army G-2, Army 
Cyber Command and Second Army (e.g., reference l) or Army CIO/G-6 (e.g., reference 
j). 
 


(3) Two-Person Integrity (TPI) is mandatory for manual data transfer from a 
higher classification system/domain to a lower classification system/domain (i.e., “high 
to low”).  TPI requires that the reliable human review be performed by more than one 
person and that execution of the manual data transfer process be validated by more 
than one person. 
 


(4) Exceptions to TPI may only be granted by signed (physically/digitally) 
authorization from the commander or RMF authorizing official/designated approval 
authority in order to meet compelling mission-essential operational requirements.  
Exceptions must be based upon recommendations given by the cognizant ASM/PSM 
and/or Command security manager; and the cognizant ISSM/IAM and/or IA program 
manager.  Exceptions must be documented in the system/network Plan of Action and 
Milestones (POA&M) as non-compliance with security control “AC-4” (Information Flow 
Enforcement). 
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b. Commanders, leaders and Army organizations issuing acceptable use policies 
(AUP) must ensure that the following preventative requirements are included in all 
AUPs for programs, systems and networks. 
 


(1) Classified and unclassified sensitive information/CUI must only be accessed, 
stored and processed on those devices, equipment, systems and networks that are 
formally and explicitly authorized for the classification level, caveats and sensitivity of 
the information. 
 


(2) Personnel must not access, store or process classified and unclassified 
sensitive information/CUI in an insecure and/or unapproved manner. 
 


(3) Personnel must not connect any device, system or equipment to a network 
for which it is not authorized and/or accredited. 
 


(4) Personnel must not use any unauthorized device, equipment, system or 
network to view, access, download, post, communicate or transfer any material known 
or suspected to contain classified information or unclassified sensitive information/CUI. 
 


(5) Personnel must not directly access, download or view emails and email 
attachments containing or labeled as classified or unclassified sensitive information/CUI 
from a device, equipment, system or network (e.g., cellphone, tablet, computer) not 
specifically authorized to process such information – either directly or through a website 
(e.g., webmail) – unless this is done in a formally authorized and secured manner (e.g., 
virtual environment, secure viewing application, sandbox application, secure thin client) 
that prevents such information from being either temporarily or permanently stored on 
the device, equipment, system or network. 
 


c. Commanders, program managers, NECs, IT service providers, CS/IA personnel 
and ASMs/PSMs must ensure that: 
 


(1) Data spillage prevention is incorporated into the design, configuration and 
user training for devices, equipment, systems and networks as part of the overall data 
loss prevention (DLP) program and architecture.  Examples of this include, but are not 
limited to: strict access controls; encryption (communication, storage, database fields); 
classification/sensitivity warning banners, notifications and reminders; validation of data 
fields (versus permitting arbitrary text); policies for data inventory, classification and 
handling; monitoring tools for data creation, use, storage, transmission, disposition and 
disposal; and DLP solutions that detect abnormal access, evasion techniques and data 
exfiltration attempts. 
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(2) All laptops and government-furnished portable electronic devices have full 
disk data-at-rest encryption (e.g., Bitlocker), where supported, and/or file-based 
encryption (e.g., Encrypted File System) that is active and properly configured. 
 


(3) Encryption of communication (e.g., email), transmission (e.g., data in transit) 
and storage (e.g., data at rest) of both classified and unclassified sensitive 
information/CUI occurs per AR 25-2, AR 25-1, other Army/DoD policies and Army 
orders.  Wherever reasonable, per available technical resources and mission impact, 
additionally encrypt: unclassified and classified server storage; unclassified and 
classified workstation storage; and database fields that may contain classified or 
unclassified sensitive information/CUI.  Encryption methods that are appropriate to the 
classification level, caveats and sensitivity of the information must be used. 
 


(4) Procedures are developed for any manual data transfers (e.g., sneakernet, 
air-gapping), semi-automated data transfers (human initiated) and/or fully automated 
data transfers (machine to machine) between systems/networks that are lower 
classification, higher classification or in different security domains. 
 


(5) Manual data transfers are minimized as much as possible and are only 
authorized if a valid mission requirement exists and there is no other option to support 
the requirement within the necessary timeframe. 
 


(6) Personnel are trained at least annually in accordance with AR 380-5 and this 
memorandum in the proper protection, safeguarding, marking, labeling, storage, 
handling, transmission, destruction and data transfer of both classified and unclassified 
sensitive information/CUI.  This includes training in reporting of theft and loss. 
 


(7) Personnel are trained at least biennially in accordance with AR 380-5 in the 
proper application of relevant SCGs, to include any SCG instructions regarding data 
compilation and aggregation. 
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1. Initial Notification. 
 


a. Personnel who suspect or observe a potential cybersecurity/information 
assurance (CS/IA) incident on any Army, DoD or federal device, equipment, system or 
network must immediately notify their information system security officer/IA support 
officer (ISSO/IASO) or information system security manager/IA manager (ISSM/IAM). 
 


(1) Notification of a potential data spillage or unauthorized disclosure (i.e., 
unauthorized disclosure of classified information) is at least U//FOUO (minimal detail) 
and may be classified depending upon the level of detail, per the Security Classification 
Guide for Cyberspace Operations and Security (reference hh). 
 


(2) Personnel who suspect or know that a CS/IA incident potentially involves 
classified systems, networks, information or data must also immediately notify their 
activity security manager/program security manager (ASM/PSM) and/or the ASM/PSM 
for the affected system/program, if known. 
 


(3) Personnel not able to make immediate contact with their ISSO/IASO or 
ISSM/IAM must continue to attempt to contact them while also contacting the supporting 
incident response organization listed in their Incident Response Plan (IRP).  If that 
organization is not readily known, available or able to initiate incident response, 
personnel will contact one of the following organizations until incident response is 
initiated: their local help desk; their servicing Network Enterprise Center or designated 
IT service provider; and their Regional Cyber Center or the Army Enterprise Service 
Desk (AESD). 
 


(4) Personnel must subsequently notify their supervisor of the suspected or 
observed CS/IA incident. 
 


(5) All personnel who are senders, recipients and observers of CS/IA incidents 
are equally responsible for ensuring that initial notification has occurred promptly and 
properly.  This shared responsibility for initial notification from all parties involved 
potentially reduces response times and ensures that all affected devices, equipment, 
systems, networks and personnel are identified for the remediation/mitigation process. 
 


b. Personnel who know or reasonably should know that they may be involved in a 
CS/IA incident must report it (i.e., “self-reporting”). 
 


(1) Self-reporting will be considered as a positive factor in the consideration of 
any appropriate administrative, judicial, contractual or other sanctions and/or 
disciplinary/corrective actions. 
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(2) Failure to self-report may be considered as a factor for categorizing the 
incident as “willful”, “negligent” or “inadvertent”. 
 


(3) Commanders and supervisors may consider failure to self-report to be an 
adverse factor or credible derogatory information against the personnel who failed to 
self-report, which may adversely impact their security clearance/position of trust and 
continued access to classified or unclassified sensitive information/CUI. 
 


c. Any activity/organization in receipt of a potential data spill, unauthorized 
disclosure or improper transfer of classified information (physical or transmitted) must 
notify the sending activity/organization.  The sending activity/organization will then 
become the lead organization, responsible per DoDM 5200.01, Volume 3, for further 
reporting, inquiries and investigations. 
 


d. Unclassified communication of suspected or confirmed CS/IA incidents will be 
avoided where classified communication is available.  Any unclassified communication 
must not include potentially classified information or specifics about the incident that are 
often themselves classified, such as: a description of the information content; specific 
details about the incident; computer/server names; IP addresses; and specific locations 
on a system, network or website.  Unclassified communication must be encrypted if it 
contains specific details about the incident and/or unclassified sensitive information/CUI.  
Where readily available, communicate using encrypted email, secure telephones, 
secure faxes and secured or classified devices, systems and networks. 
 


e. CS/IA personnel must collaborate with the ASM/PSM immediately upon 
notification of a potential CS/IA incident, and continue collaborating until the incident is 
closed. 
 


f. Those personnel and organizations receiving notification of a potential CS/IA 
incident will be considered “responding personnel” and will provide immediate and 
appropriate assistance for the incident, to include assistance with notifications, 
immediate actions and reporting. 
 


g. Responding personnel will coordinate notifications/reports received and 
consolidate efforts across the Army by assigning a lead organization to be responsible 
for working with responding personnel and conducting a preliminary inquiry or other 
formal investigation in accordance with AR 380-5, AR 380-67, AR 15-6 and AR 380-
381. 
 


(1) Lead organization is by default assigned to the sending activity/organization, 
if that is known. 
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(2) The lead organization is typically the one that appears: to have originated the 
incident; to be most impacted by the incident; to be best suited for coordinating a 
prompt and thorough response (e.g., system storing the data, organization of the 
affected system); or to be the organization of the data owner/information owner. 


 
(3) The assigned lead organization must promptly execute its responsibilities 


unless and until its assignment is changed. 
 


(4) The assigned lead organization is responsible for identifying and notifying all 
recipients, organizations, programs and units potentially affected by the incident. 
 


(5) Lead organization assignment may be changed as deemed appropriate by 
Theater Signal Commands or the Commander of Army Cyber Command and Second 
Army. 
 


h. The following types of CS/IA incidents have special additional immediate 
notification requirements, to be performed by responding personnel in accordance with 
Army Cyber Command and Second Army procedures (e.g., reference l). 
 


(1) Privacy Act information (e.g., Personally Identifiable Information, Protected 
Health Information): Immediately reported to the privacy officer. 
 


(2) Sensitive Compartmented Information (SCI): Immediately reported to the 
special security officer (SSO) and, where applicable, the contractor SSO, special 
security representatives (SSRs) and contractor SSRs. 
 


(3) Special Access Program, Sensitive Activities, Special Access Required, 
Alternative Compensatory Control Measures (SAP, SA, SAR, ACCM): Immediately 
reported to the program security officer (PSO) and the program security manager (PSM) 
in accordance with AR 380-381.  The PSO and PSM must coordinate further incident 
response and reporting with the ISSM/IAM; and within 24 hours notify the CIO/G-6 SAP 
Special Program Office and the Army Special Programs Directorate (formerly known as 
the Technology Management Office) in accordance with AR 380-381. 
 


(4) COMSEC material and cryptologic information, including Controlled 
Cryptographic Items, Cryptographic High-Value Products and other NSA Suite B 
equipment: Immediately reported to the COMSEC account manager/Key Management 
Infrastructure operating account manager, who then reports to the Communications 
Security Logistics Activity in accordance with AR 380-40 and CNSSI 4003. 
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2. Public Disclosure. 
 


a. Classified information that has been publicly disclosed (e.g., in the public media, 
on the Internet, open source, in the public domain) remains at the original classification 
level and caveats until formally declassified or downgraded by an appropriate original 
classification authority (OCA). 
 


b. Unclassified sensitive information/CUI that has been publicly disclosed will 
maintain its sensitivity unless that sensitivity is changed by the appropriate data 
owner/information owner. 
 


c. Personnel must not make any statement or comment to unauthorized personnel 
or members of the public that confirms or denies the occurrence of any CS/IA incident, 
such as a data spill, unauthorized disclosure, loss or theft.  Personnel must refer any 
public inquiry to the Army Public Affairs Office. 
 


d. Personnel must not make any statement or comment to unauthorized personnel 
or members of the public that would either confirm or deny the existence of classified 
information or the accuracy of that information.  Personnel must refer any public inquiry 
to the Army Public Affairs Office. 
 


e. Personnel who seek classified information in the public domain, acknowledge its 
accuracy or existence, and/or propagate the information in any way may be subject to 
disciplinary action in accordance with AR 25-2, AR 380-5, AR 380-67, AR 15-6,  
AR 380-381 and other applicable policy, regulations and laws. 
 


f. The cognizant ISSM/IAM or ASM/PSM will make an initial determination of 
whether the classified information in the public disclosure is “widely available” (i.e., 
easily accessible and made known to the public, such as reported via a public news 
source) versus a “limited disclosure” (i.e., requiring a concerted effort for the public to 
locate and/or access the information, not made known to the public, not reported via a 
public news source) in accordance with ALARACT 224/2013 and DoD Directive 
5210.50. 
 


(1) Responding personnel will use this initial determination (if readily available) 
to govern the initial response to the CS/IA incident, in accordance with Army Cyber 
Command and Second Army procedures (e.g., reference l). 


 
(2) Public disclosures are still CS/IA incidents and must be reported in 


accordance with Army Cyber Command and Second Army procedures (e.g., 
reference l) regardless of whether the public disclosure is “widely available” or a “limited 
disclosure”. 
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(3) CS/IA incidents determined to be “widely available” disclosures must still be 
reported; however, these incidents will not require full incident response, investigation 
and remediation (sanitization/destruction.)  Remediation of these incidents will only 
require destruction of printed information and permanent deletion of data by the system 
administrator/network administrator/database administrator (SA/NA/DBA) from all 
reasonably accessible areas of a system/device (to include temporary data, cache data, 
user data and data only accessible to the SA/NA/DBA). 
 


(4) CS/IA incidents determined to be “limited disclosures” will be handled in the 
same manner as other unauthorized disclosures. 
 


(5) The Regional Cyber Center will promptly make the final determination of 
“widely available” versus “limited disclosure” upon receiving the CS/IA incident, and will 
notify the incident’s points of contact of that final determination.  Responding personnel, 
Army Cyber Command and Second Army will use this final determination to govern 
responses to future CS/IA incidents directly related to the information disclosed.  Army 
Cyber Command and Second Army will reduce unnecessary incident response by 
disseminating final determinations of “widely available” disclosures to all Army Cyber 
Command and Second Army incident reporting organizations, NETCOM, Network 
Enterprise Centers and IT service providers. 
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1. Immediate Actions. 
 


a. Individual personnel and responding personnel must make every reasonable 
effort to immediately isolate and contain a potential data spill in order to minimize its 
spread and impact.  Actions must be taken in accordance with the Incident Response 
Plan (IRP) and relevant procedures and checklists (e.g., recalling an email and 
informing recipients not to distribute it further; and changing permissions on a server to 
restrict access to the information). 
 


b. Personnel must not do any of the following unless and until instructed to do so by 
cybersecurity/information assurance (CS/IA) personnel or an organization in the CS/IA 
incident reporting chain.  This will help ensure continuity of operations and preserve 
evidence. 
 


(1) Do not delete data (e.g., files, email, database records), destroy information 
or remove storage devices. 
 


(2) Do not power down any devices, systems or equipment. 
 


(3) Do not disconnect any devices, systems or equipment from the network.  
Although effective against the spread of viruses, disconnection may not be necessary, 
may impact operations and may actually interfere with immediate actions needed to 
contain and investigate the data spill (e.g., recall of an email message, remote access 
by responding personnel). 
 


c. Secure potentially affected information and devices/equipment not powered on, 
not connected to the network or not actively supporting operations: in an environment 
accredited for open or closed storage of the classification level, caveats and sensitivity; 
in a manner appropriate for the handling requirements; and in accordance with the 
Incident Response Plan (IRP). 
 


d. CS/IA personnel and organizations in the reporting chain must prevent 
compromise/destruction of evidence by obtaining authorization from the cognizant 
activity security manager/program security manager (ASM/PSM) of affected assets prior 
to any sanitization or “clean-up” activities. 
 


e. CS/IA personnel and organizations in the reporting chain must avoid 
unnecessary or prolonged sanitization, powering down and/or disconnection of affected 
devices, systems and equipment. 
 


(1) When deemed necessary, the affected devices, systems and equipment will 
only remain out of operation as long as they are deemed to be, by the CS/IA personnel 
or organizations in the reporting chain, a credible risk of further data spillage, 
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unauthorized disclosure or contamination of evidence.  The mere occurrence of a CS/IA 
incident, the mere presence of spilled data or a delayed investigation or “clean-up” of 
the incident is not a credible risk that justifies degradation to operations. 
 


(2) The following must not be significantly degraded in mission performance and 
must not be blocked, isolated, quarantined or disconnected from the network unless 
absolutely necessary and with signed authorization (physically/digitally) from the 
Commander or Risk Management Framework authorizing official/designated approving 
authority (RMF AO/DAA), based upon recommendations from the cognizant information 
system security manager/IA manager (ISSM/IAM) and/or IA program manager (IAPM). 
 


(a) Servers that actively support operations, whether or not these servers 
are tactical, non-tactical, mission support or administrative.  For these, personnel will 
follow the procedures in their IRP regarding any isolation or containment. 
 


(b) Devices, equipment, systems and networks that actively support tactical 
operations, to include those used in exercises and deployments.  For these, personnel 
will follow the procedures in their IRP regarding any isolation or containment. 
 


(3) Server disk storage (to include network-based, shared and virtualized 
storage) will only be sanitized and/or restored from backup if formally determined to be 
necessary by Army Cyber Command and Second Army after consultation with the 
cognizant ISSM/IAM, IAPM and/or RMF AO/DAA. 
 
2. Reporting. 
 


a. CS/IA incidents must be reported in information system-related status briefings to 
senior leadership and throughout the chain of command. 
 


b. Reporting of potential data spillage or unauthorized disclosure (i.e., unauthorized 
disclosure of classified information) is at least U//FOUO (minimal detail) and may be 
classified depending upon the level of detail, per the Security Classification Guide for 
Cyberspace Operations and Security. 
 


c. As detailed in ARCYBER and Second Army procedures (e.g., reference l), the 
NEC or installation ISSM/IAM must ensure that the following personnel for the affected 
system/program have been identified and appropriately notified of the suspected or 
confirmed CS/IA incident. 
 


(1) ASM/PSM. 
 


(2) ISSM/IAM. 
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(3) System owner and/or program manager. 
 
(4) Data owner and/or information owner. 


 
(5) RMF AO/DAA. 


 
(6) Command security manager. 


 
(7) Commander and/or director. 


 
(8) Original classification authority or formal designee. 


 
d. Reporting of all CS/IA incidents is in addition to initial notification (Enclosure 3), 


must occur throughout the appropriate chain of command, and will include reporting in 
the order listed as follows, in accordance with Army Cyber Command and Second Army 
procedures (e.g., reference l). 
 


(1) All personnel to their CS/IA personnel. 
 


(2) CS/IA personnel to the ASM/PSM. 
 


(3) CS/IA personnel to the ISSM/IAM for the Network Enterprise Center (NEC), 
installation, region or state. 
 


(4) ISSM/IAM for the NEC, installation, region or state to the Regional Cyber 
Center (RCC). 
 


(5) RCC to the Network Enterprise Technology Command (NETCOM) Signal 
Brigade. 
 


(6) NETCOM Signal Brigade to the Theater Signal Command. 
 


(7) Incidents meeting Army Cyber Command and Second Army reporting 
requirements: RCC to the Army Cyber Operations and Integration Center (ACOIC). 
 


(8) Incidents involving non-Army assets: Army Cyber Command and Second 
Army to U.S. Cyber Command, the U.S. Computer Emergency Readiness Team (US-
CERT), other DoD components and federal agencies. 
 


e. The following types of incidents require additional reporting in accordance with 
Army Cyber Command (ARCYBER) and Second Army procedures (e.g., reference l). 
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(1) Privacy Act information (e.g., Personally Identifiable Information, Protected 
Health Information): Within one hour of receiving a report, ARCYBER must report to 
US-CERT per their Federal Incident Notification Guidelines (reference aa); followed by 
ARCYBER’s reporting within 24 hours to the Army Privacy Office using DoD Form 2959 
(“Breach of PII Report”) (https://www.rmda.army.mil/privacy/RMDA-PO-Division.html). 
 


(2) Cross-Domain Violations: By ARCYBER per U.S. Cyber Command orders 
and procedures (e.g., reference ff). 
 


(3) Confirmed (functional or informational) compromise of confidentiality, 
integrity or availability: Within one hour of being positively identified and reported to/by 
ARCYBER, ARCYBER will report to US-CERT per their Federal Incident Notification 
Guidelines (reference aa). 
 


(4) Incidents involving Special Access Programs (SAP), Sensitive Activities, 
Special Access Required, Alternative Compensatory Control Measures, in accordance 
with DoD Manual 5205.07, Volume 1: Immediately by all personnel to the program 
security officer (PSO) and program security manager (PSM); followed by the PSO/PSM 
to the CIO/G-6 SAP Special Program Office and Army Special Programs Directorate 
(ASPD); then ASPD to the DoD SAP Central Office (SAPCO), after which SAPCO 
reports to the Office of the Under Secretary of Defense for Intelligence (OUSD(I)). 
 


(5) Incidents involving COMSEC material or cryptologic information, including 
Controlled Cryptographic Items, Cryptographic High-Value Products and other NSA 
Suite B equipment: COMSEC account manager/Key Management Infrastructure 
operating account manager to the Communications Security Logistics Activity (CSLA); 
followed by the CSLA to the National COMSEC Incident Reporting System. 
 


(6) Incidents involving Special Intelligence (SI): In addition to the Secure 
Compartmented Information (SCI) reporting procedures listed below, ARCYBER and 
Second Army to the NSA National Security Operations Center (NSOC). 
 


(7) Incidents confirmed to involve classified information that may become public, 
attract media attention or attract significant public attention, categorized as “serious 
security incidents” by DoD Directive 5210.50: ARCYBER and Second Army to the Army 
G-2; followed by the Army G-2 to OUSD(I) and the Army Public Affairs Office. 
 


(8) Incidents confirmed to involve classified information about an intelligence 
activity or intelligence personnel, categorized as “serious security incidents” per DoD 
Directive 5210.50: ARCYBER and Second Army to the Army G-2; then the Army G-2 to 
OUSD(I) and the DoD senior intelligence oversight officer. 
 



https://www.rmda.army.mil/privacy/RMDA-PO-Division.html
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(9) Incidents that have been reported to a congressional oversight committee, 
confirmed to involve espionage, involve large amounts of classified information or may 
reveal a potential systemic weakness in classification, safeguarding or declassification 
policy or practices: ARCYBER and Second Army to the Army G-2; followed by the Army 
G-2 to OUSD(I). 
 


(10) Incidents associated with foreign intelligence entities, in accordance with 
DoD Directive 5240.06: Reported within 72 hours by ARCYBER and Second Army to 
the Army Intelligence and Security Command (INSCOM) Counterintelligence (CI) or 
other responsible Defense CI component. 
 


f. Incidents involving the following “special circumstances” per Enclosure 6 of DoD 
Manual 5200.01, Volume 3, require additional reporting in accordance with ARCYBER 
and Second Army procedures (e.g., reference l). 
 


(1) Incidents suspected to involve deliberate compromise of classified 
information, espionage, a foreign intelligence service or a terrorist organization: 
Immediately reported by ARCYBER and Second Army to INSCOM CI or other 
responsible Defense CI component. 
 


(2) Incidents suspected to involve an apparent violation of criminal law: 
Reported by ARCYBER and Second Army to Army Criminal Investigation Command. 
 


(3) Incidents that actually or potentially involve SCI, in accordance with DoD 
Manual 5105.21, Volume 3 and Intelligence Community Directive 701: Reported by 
ARCYBER and Second Army to the Army G-2; followed by the Army G-2 to the National 
Counterintelligence Security Center (NCSC). 
 


(4) Incidents involving inadvertent disclosure of Restricted Data (RD) and/or 
Formerly Restricted Data (FRD) occurring pursuant to automatic declassification 
processes: Reported by ARCYBER and Second Army to the Army G-2; followed by the 
Army G-2 to the Department of Energy, with the Army G-2 sending a copy of the report 
to both OUSD(I) and the Deputy Assistant Secretary of Defense for Nuclear Matters. 
 


(5) Incidents that actually or potentially involve foreign government information 
(FGI) or North Atlantic Treaty Organization (NATO) information: Reported by ARCYBER 
and Second Army to the Army G-2; followed by the Army G-2 to the Office of the Under 
Secretary of Defense for Policy (OUSD(P)). 
 


(6) Incidents that actually or potentially involve United States classified 
information provided to foreign governments: Reported by ARCYBER and Second Army 
to the Army G-2; followed by the Army G-2 to the originating DoD component, original 
classification authority, OUSD(I) and OUSD(P). 
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(7) Incidents that actually or potentially involve Critical Program Information 
(CPI) or CPI related to classified contracts: Reported by ARCYBER and Second Army 
to the program manager of record; followed by the program manager of record to Army 
INSCOM CI or other responsible Defense CI component. 
 


(8) Incidents involving Alternative Compensatory Control Measures (ACCM) - 
protected information: Reported by the ASM/PSM to the local ACCM control officer and 
the Army G-2. 
 
3. Record Keeping. 
 


a. Responding personnel will: keep a log of all actions taken regarding the CS/IA 
incident response, including the date/time of the action and who performed the action; 
and will create and maintain records, such as tickets, as appropriate for their role. 
 


b. IAMs/ISSMs will ensure appropriate accountability, chain of custody and handling 
for hardware, equipment or devices potentially affected by the CS/IA incident. 
 


c. Records associated with the CS/IA incident (e.g., audit logs, investigation 
documents) must be kept in accordance with ARCYBER and Second Army procedures 
(e.g., reference l), AR 25-2, AR 380-5, AR 380-67, AR 15-6 and AR 380-381. 
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1. Categorization.  Data spillage and unauthorized disclosure incidents must be 
formally categorized by Army Cyber Command and Second Army as listed below, per 
the Deputy Secretary of Defense memorandum regarding unauthorized disclosure of 
classified information or controlled unclassified information on DoD information systems 
(reference s).  The category may be changed as a result of findings during a preliminary 
inquiry or other formal investigation in accordance with AR 380-5, AR 380-67, AR 15-6 
and AR 380-381. 
 


a. Willful.  An incident is categorized as willful if the person purposely disregarded 
DoD security or information-safeguarding policies or requirements (e.g., intentionally 
bypassing a known security control). 


 
b. Negligent.  An incident is categorized as negligent if the person acted 


unreasonably in causing the incident (e.g., a careless lack of attention to detail or 
reckless disregard for proper procedures). 


 
c. Inadvertent.  An incident is categorized as inadvertent if the person did not know, 


and had no reasonable basis to know, that the incident was occurring (e.g., the person 
reasonably relied on improper markings). 
 
2. Investigations. 
 


a. Potential unauthorized disclosure of classified information must be formally 
investigated in accordance with Army G-2 policies and procedures (e.g., reference c).  
Preliminary inquiries and other formal investigations for cybersecurity/information 
assurance (CS/IA) incidents potentially involving classified information will be conducted 
by the assigned lead organization in accordance with AR 380-5. 


 
b. Disclosure of unclassified sensitive information/controlled unclassified 


information (CUI) does not require a formal security inquiry or formal investigation; 
however, an informal inquiry and other actions will be conducted as appropriate in 
accordance with DoD Manual 5200.01, Volume 4. 


 
c. Commanders will conduct formal investigations in accordance with AR 380-67 


and AR 15-6 upon suspicion or evidence of misconduct.  Commanders will report 
adverse and/or credible derogatory information on personnel associated with CS/IA 
incidents to the designated central adjudication facility in accordance with AR 380-67. 


 
d. Commanders and leaders will, as they deem appropriate, suspend user accounts 


or specific user account privileges for willful or negligent violations while corrective 
actions are pending.  Prior to reinstatement of privileges, the user will be required to 
complete corrective training tailored to the nature of the CS/IA incident. 
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1. Remediation and/or Mitigation. 
 


a. Cybersecurity/information assurance (CS/IA) personnel and organizations in the 
reporting chain must prevent compromise/destruction of evidence by obtaining 
authorization from the cognizant activity security managers/program security managers 
(ASM/PSM) of affected assets prior to any sanitization or “clean-up” activities. 
 


b. Pre-existing mitigation measures (e.g., data-at-rest encryption, self-encrypting 
drives) may reduce the remediation and/or additional mitigation required. 
 


c. All affected storage/media/devices must be protected at the same classification 
level, caveats and sensitivity as the spilled information.  They also: 
 


(1) Must be labeled with the highest classification level, caveats and sensitivity 
of the spilled information, until the appropriate remediation processes have been 
executed and verified. 


 
(2) Must be labeled to indicate that they must remain under DoD control and are 


not authorized for release outside DoD. 
 
(3) May have sanitization and/or destruction deferred until they are being 


prepared to be removed from DoD control and/or released outside DoD, per DoD and 
national policy (e.g., references o, p, v and w). 


 
(4) If the information spilled has been determined to contain Top Secret, 


Sensitive Compartmented Information or Special Access Program data: May only be 
released outside DoD (e.g., for disposal or recycling) upon appropriate destruction in 
accordance with Army Cyber Command (ARCYBER) and Second Army procedures 
(reference l), IA Best Business Practices 03-PE-O-0003, National Security 
Agency/Central Security Service (NSA/CSS) policy/guidance (references bb and cc) 
and National Institute of Standards and Technology (NIST) Special Publication 800-88. 


 
(5) If the information spilled has been determined to contain Secret or below: 


May only be released outside DoD (e.g., for disposal or recycling) upon appropriate 
sanitization and/or destruction in accordance with ARCYBER and Second Army 
procedures (reference l), IA Best Business Practices 03-PE-O-0003, NSA/CSS 
policy/guidance (references bb and cc) and NIST Special Publication 800-88. 
 


d. Technical remediation must be performed by personnel authorized access to the 
highest classification level, caveats and sensitivity of the spilled information.  If 
necessary, personnel may be granted “one-time” or short-duration access to the 
information in accordance with AR 25-2, AR 380-5, AR 380-67 and AR 380-381. 
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e. Remediation and mitigation measures will be performed in accordance with 
ARCYBER and Second Army procedures (e.g., reference l).  Except where mandatory, 
these measures will be tailored and implemented based upon risk management, 
damage assessment, mission requirements, operational needs and continuity of 
operations. 


 
f. The cognizant Risk Management Framework authorizing official/designated 


approval authority for each affected system/network will determine whether remediation 
and mitigation have reached an acceptable level of risk, per the authority granted in  
AR 25-2 and subject to applicable Army, DoD and national policies, regulations and 
laws. 
 
2. Cost Determination and Reimbursement. 
 


a. All organizations or activities affected by a potential data spill or unauthorized 
disclosure must document and report costs in accordance with ARCYBER and Second 
Army procedures (e.g., reference l). 
 


b. Cost documentation and reporting is U//FOUO and must be handled accordingly, 
per the Security Classification Guide for Cyberspace Operations and Security. 


 
c. Per the Deputy Secretary of Defense (reference s), the DoD component 


responsible for a willful or negligent data spill of classified information (e.g., willful or 
negligent data spill caused by their personnel) will pay the reimbursable enterprise 
service providers for clean-up costs across the enterprise to restore the affected 
system/network to a normal operating configuration, in accordance with service level 
agreements that include such provisions. 
 


d. Clean-up costs directly associated with the following scenarios are not currently 
mandated for reimbursement per the Deputy Secretary of Defense memorandum 
(reference s), DoD policy or Army policy. 
 


(1) Inadvertent spillage of classified information. 
 


(2) Spillage of unclassified sensitive information/controlled unclassified 
information. 
 


(3) Not a reimbursable enterprise service provider. 
 


(4) Not formally authorized for reimbursement per the Army Budget Office. 
 


e. Clean-up costs not mandated for reimbursement per the Deputy Secretary of 
Defense memorandum (reference s), DoD policy or Army policy may still be collected if 
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the funding account is formally authorized for reimbursement per the Army Budget 
Office and the provision is added to applicable contracts, memoranda of agreement, 
memoranda of understanding and/or service level agreements. 





